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A simple example of using Netcat is to pull down a web page from a web ~

server. With Netcat you get to see the full HTTP header so you can see
which web server a particular site 1is running.

Since NT has a rather anemic command processor, some of the things that are
easy in unix may be a bit more clunky in NT. For the web page example first
create a file get.txt that contains the following Tine and then a blank

Tine:

GET / HTTP/1.0
To use MNetcat to retrieve the home page of a wel FRAN: KNS
nc -v www.website.com 80 < get.txt

You will see Netcat make a connection to port 8 A
in the file get.txt, and then output the web sef |LucidaFax
The -v is for verbose. It tells you a little if |lucida Handwritty
when it starts. Lucida Sans

. . . . . Lucida Sans Typewri
It is a bit easier to just open the connection & ||| cidasans Unicode
to do the same thing.
nc -v waw.website.com 80 Wagnets hd

Then just type in GET / HTTP/1.0 and hit a coup]
see the same thing as above.

A far more exciting thing to do is to get a qui AaBbYyZzz
machine by using the -1 or "listen"” option and 1
option. You run Netcat listening on particular
When a connection is made, Netcat executes the EE(R):
and connects the stdin and stdout of the progral FERE=

nc -1 -p 23 -t -e cmd.exe

will get Netcat listening on port 23 (telnet).

by a client it will spawn a shell (cmd.exe). TH
to handle any telnet negotiation the client migl ===z
This will allow you to telnet to the machine you — o
and get a cmd.exe shell when you connect. You Bl
Netcat instead of telnet:

NC XXX . XXX. XXX. XXX 23 v
E1f7, E17 100% Windows (CRLF)  UTF-8
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A simple example of using Netcat is to pull down a web page from a web ~
server. With Netcat you get to see the full HTTP header so you can see
which web server a particular site 1is running.

Since NT has a rather anemic command processor, some of the things that are

easy in unix may be a bit more clunky in NT. For the web page example first

create a file get.txt that contains the following 1ine and then a blank

line:

GET / [mEd/1.0
To use Netcat to retrieve the home page of a web site use the command:
nc -v www.website.com 80 < get.txt
You will see Netcat make a connection to port | =~ x
in the file get.txt, and then_output the web s
The -v 1is for verbose. It tells you a little | =mm=my: [HTre SHTF—ND
when it starts.
It is a bit easier to just open the connection g B
to do the same thing.
nc -v www.website.com 80 MESANS(C) =2l 0=
Then just type in GET / HTTP/1.0 and hit a cou HAGHR
see the same thing as above.
A far more exciting thing to do is to get a quick shell going on a remote
machine by using the -1 or "listen” option and the -e or "execute”
kption. You run Netcat listening on particular port for a connection.

hen a connection is made, Netcat executes the program of your choice
and connects the stdin and stdout of the program to the network connection.
nc -1 -p 23 -t -e cmd.exe
will get Netcat listening on port 23 (telnet). when it gets connected to
by a client it will spawn a shell (cmd.exe). The -t option tells Netcat
to handle any telnet negotiation the client might expect.
This will allow you to telnet to the machine you have Netcat Tistening on
and get a cmd.exe shell when you connect. You could just as well use
Netcat instead of telnet:
NC XXX . XXX. XXX. XXX 23 v

E5547, ENF 100% Windows (CRLF)  UTF-8
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